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« Background of Computer Vision
« Adversarial Image (* B 4% ) and its transferability (i 4 1%)
* New insights into targeted (/7 B #7%) transferability

« Summary & Future work



Background: Computer Vision (it Z UL )
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Background: Computer Vision Applications

RADAR
SENSORS

Google Lens

Applications in different areas




Background: Computer Vision Pipeline
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Background: Computer Vision Pipeline
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Background: Successful Computer Vision
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Background: Failed Computer Vision

Gaussian Noise  Shot Noise Impulse Noise  Defocus Blur Frosted Glass Blur

Abnormal images




Failed Computer Vision: Adversarial Images (%} 3t &%)
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Adversarial Images: Motivations

Improve good computer vision:

adversarial

Recognize
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Adversarial Images: Motivations

Weaken bad computer vision:

adversarial
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Adversarial Images: How to generate?

VA
> Backbone Softmax Argmax —|— y = yo (cat)
Loss function x = argmaXJ(x y )
6% = argmin J (x, ) Untargeted (& B 4%): any class other than ),
6
I l x'=argminJ(x,y,)

Learned parameters Ground-truth label of X Targeted (75]- B ﬁ‘) onex specific class V
5 ) - 4




(Targeted) Adversarial Images: Optimization
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Objective function: x' =argminJ(x,y,) st [x—x,

Optimization: Iterative-Fast Gradient Sign Method (I-FGSM)""
X(’) :x09 'x;+1

=x —a-sign(V_J(x!,7,))
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1. Kurakin et al. Adversarial Examples in the Physical World. ICLR workshop 2017
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(Targeted) Adversarial Images: Transferability

black-box
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Targeted Transferability via Iterative Methods

lterative-Fast Gradient Sign Method (I-FGSM)":x; =x,, x/,, =x/ —a-sign(V J(x,,))

l

Improve

transferabilit

- Gradient stabilization®”! - Input augmentation'**>°
e.g. momentum-based!: e.g. random transformations®:
/ .
Gi1=p-g;+ Vad (x5, yt) x;  =x;, —a- sign(VeJ(T(x;,p),yt))

|Vad(x, ye)lly
33{@+1 — w;, — o - sign(g;)

1. Kurakin et al. Adversarial Examples in the Physical World. ICLR workshop 2017

2. Dong et al. Boosting Adversarial Attacks with Momentum. CVPR 2018.

3. Lin et al. Nesterov Accelerated Gradient and Scale Invariance for Adversarial Attacks. ICLR 2020

4. Dong et al. Evading Defenses to Transferable Adversarial Examples by Translation-Invariant Attacks. CVPR 2019

5. Xie et al. Improving Transferability of Adversarial Examples with Input Diversity. CVPR 2019

6. Wang et al. Admix: Enhancing the transferability of adversarial attacks. ICCV, 2021. 17



Targeted Transferability via Generative Methods

Target
Domainy [ )

»
Z
2
Source ‘E
Domain (9
Natural Images

Latent Space

Maximize Distribution Agreement

A : Augmenter g : Generator ‘D : Discriminator

Naseer et al. On Generating Transferable Targeted Perturbation. ICCV 2021



lterative vs. Generative Methods

lterative methods VS. Generative methods
« Data: Single Input image Massive additional Data
 Model: 1 Xtarget-agnostic model 1000 X target-specific GANs

* (Targeted) Transferability: Iterative methods << Generative methods
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New Insights into Iterative Methods: Conclusion

 (Targeted) Transferability: lterative methods x Generative methods

Targeted Transferability (%)

>

Bound Attack | D121 V16 DI12l-ens V16-ens
¢ | TTPI8] | 796 78.6 92.9 89.6
€= Ours 759 725 99 4 97.7
_ g | TTPI8I | 375 467 63.2 66.2
== ours 44.5 46.8 92.6 87.0
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New Insights into Iterative Methods: More Iterations

ResNet50 — DenseNet12
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Few (< 20) iterations in the literature:

* not converge to optimal

« unrealistic iteration budget.
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New Insights into Iterative Methods: Better Loss

Cross-Entropy loss (L:g) causes decreasing gradient problem:

et

Leg = —1-log(p) = _log(Zezj) = —2z + log( E e*7),
OLcEg Jlog(d e®) Qe et
0z i Oe*t 0z + > e T

Logit loss (L, .qi) is better:

I, . aLLogz't .
Logit — <t = —1L
(9275

Log Loss when true label = 1

predicted probability




New Insights into Iterative Methods: Better Loss

ResNet50 — DenseNet121
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New Insights into Iterative Methods: Better Evaluation

More challenging&realistic scenarios:
1. Model diversity

2. Target class diversity
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New Insights into Iterative Methods: Better Evaluation

1. Model diversity

Attack -Inc-v3 -Inc-v4  -IncRes-v2  -R~"~ \ -Res101 -Res152  Average
N % . ‘
CE 85.3 83.3 R? ‘-a\,\o“ 93.2 90.7 87.7
Po+Trip 84.4 82.4 Sa\“ 85.0 87.9 85.7 84.4
Logit 85.5 85.8 N | 90.0 014 90.8 88.1
ResNet50 DenseNetl21l VGGE16 Inc-v3
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New Insights into Iterative Methods: Better Evaluation
1. Model diversity

Google Cloud

Cloud Vision API

Vision Al

Benefits
Demo
Key features

Vision APl and AutoML

Vision customers

What's new

Documentation

Use cases

Vision product search

Why Google

Solutions

Products

Results on Google Cloud Vision API

| CE Po+Trip Logit

Transferability (%)
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New Insights into Iterative Methods: Better Evaluation

2. Target class diversity

Transferability (%) when varying the target class ..

Attack 2nd  10th  200th  500th  800th  1000th

CE 89.9 76.7 49.7 43.1 a2l 231
Po+Trip | 82.6 77.6 584 53.6 49.1 38.2
Logit 83.8 813 75.0 71.0 65.1 52.8

1st: tabby cat 66%
2nd: tiger cat 28% The further the target is, the more difficult it is to transfer.
YV | 3rd: Egyptian cat 5% Logit is best

1000th: airplane 0.1%
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Summary

« (Targeted) Transferability: Iterative methods <x Generative methods
- More iterations S
- Better loss: Logit
« Better evaluation (More challenging&realistic scenarios)
- Model diversity
- Target class diversity
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Future Work

1. Improve targeted transferability on specific models (Inception).
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2. Speed up iterative methods with generative priors.
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